Title: CIPA Reform Gives Companies a Carve-Out but No Cure: Plaintiffs Pivot as SB 690 Is
Signed into Law

Brief Overview: Following a groundswell of lobbying efforts by individual businesses, trade
associations and chambers of commerce, Senate Bill 690 was finally passed in both the
California State Assembly and Senate in 2026.

In its final form, SB 690 eliminates the private right of action under the California Invasion
of Privacy Act (CIPA) for violations of the pen register and trap-and-trace portion of that
statute.

On September 30, 2026, Governor Gavin Newsom signed SB 690 into law.

Learn more about SB 690, including takeaways for companies concerning website privacy
claims and how to prepare for 2027.
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Full Article: More than three years into the avalanche of lawsuits against website owners
alleging that use of commonplace advertising, analytics, and other “tracking” pixels
constitute a violation of various privacy laws, website owners saw a glimmer of hope.

Following a groundswell of lobbying efforts by individual businesses, trade associations and
chambers of commerce, Senate Bill 690 was finally passed in both the California State
Assembly and Senate in 2026. In its final form, SB 690 eliminates the private right of action
under the California Invasion of Privacy Act (CIPA) for violations of the pen register and
trap-and-trace portion of that statute. On September 30, 2026, Governor Gavin Newsom
signed SB 690 into law.

Effective January 1, 2027, SB 690 will restrict civil enforcement for violations of CIPA §
638.51 (which addresses pen register and trap and trace device use on internet apps and
websites) such that only the California Attorney General’s office will have standing to bring
civil actions for violations of § 638.51 regarding internet-based conduct. SB 690 is
retroactive and applies to pending claims filed on or after January 1, 2025, but does not affect
demands or non-pending claims.

Governor Newsom’s letter to the members of the Senate addressed CIPA lawsuits explicitly,
and also included a call to action to the Legislature to continue their work to reform CIPA by
amending other sections of that law that were not amended by SB 690 and are often
leveraged against small businesses in nuisance lawsuits:
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This is good news for
website owners, of course; the amended law significantly narrows the scope of private
litigation. But claims under CIPA’s wiretapping section § 631 (wiretapping) remain
unaffected. And even if the Legislature does eventually amend CIPA to carve out § 631
claims in this context, other statutes such as the Electronic Communications Privacy Act
(ECPA) and California Comprehensive Data Access and Fraud Act (CDAFA) are also
available tools for plaintiffs.

In fact, seeing change on the horizon, plaintiffs' began to pivot toward these alternative
theories of liability months ago. Claims under CDAFA, codified at California Penal Code §
502, are on the rise. Plaintiffs alleging violation of CDAFA typically allege that by installing
third-party scripts that collect information about website users, the company is “knowingly
access[ing] and without permission tak[ing]...data from a computer” in violation of Cal.
Penal Code § 502(c)(2) or “knowingly and without permission...caus[ing] to be accessed any
computer” in violation of Cal. Penal Code § 502(c)(7), or that the tracking technology is a
“computer contaminant” “knowingly introduce[d] [to] a computer.” At least at the motion to
dismiss stage, some courts have allowed these claims to proceed. And unlike CIPA, CDAFA
has an attorney’s fees provision, making it especially appealing to prospective plaintiffs and
their attorneys.

Claims under the federal Electronic Communications Privacy Act (ECPA) are also the rise.
For years, plaintiffs rarely leveraged the ECPA because it contains a safe harbor provision if
one party to a communication consents to its interception. In other words, if the website
owner consents to the tracking, there is no violation.

However, the ECPA also contains a “crime-tort exception™: if the violation occurs in
furtherance of an underlying criminal or tortious objective, then the safe harbor does not



apply. Plaintiffs first tested the boundaries of the crime-tort exception in the healthcare
industry, arguing that tracking on those defendants’ websites constitutes an underlying
criminal or tortious violation of HIPAA. At least some courts agreed. Plaintiffs then tested the
exception even further, arguing that if a defendant’s own privacy policy or consent banner
misstates its tracking practices, then the plaintiff can state a common law claim for intrusion
or invasion of privacy, and the crime-tort exception should apply. Again, at least one court
agreed.

The takeaway here is simple: progress is being made on the legislative side, but website
tracking lawsuits continue to evolve and persist. The only way to protect your business from
these claims is to implement a compliant consent banner and conduct regular, diligent audits
of tracking technologies and privacy policies.

Buchanan’s Cybersecurity and Data Privacy team is available to answer questions about how
these developments affect your organization. Please contact the author or any member of our
team at cyber@bipc.com.
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